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T . HARR!S GOVERNMENT COMMUNICATIONS SYSTEMS -
‘ TERMS AND CONDITIONS OF LEASE FOR DOMESTlC>
_'WIRELESS EQUIPMENT SOFTWARE AND SERVICES

Tl-‘fS LE/-\SE (Lea&:) made : and - érfechve' on
: By a'xd hetvieen “Harris [ Govemment
: Commumca‘mns Sysrems {Haris” - or 'Lesson’) “and the”
Minmeseta Burea of Crirminal | A'uprshensmn ("Co-npany Name™

or“Lessee”) eE
) 800-3.18 5207 wiilhin 13 busmess days LeqseL, shaﬂ :
1. Dafinitions: .In agdilion to the terms defined elsewhpn: the provide the Past Number and Snna‘l Number of e
Equrment ‘and’ a summary of facts ~surraundmg Ihe,

fols \vmg tenns us=d herem hav= 1be follovnng meanlngy
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10. Leass Buyout Option. | Lessee has e right o requ o ‘b Lessor shall not. be lidble lo-Lessed in any viay for
Leass Buybul quste ‘ol any p ludng the Tease fem. Hamis . 7. - ~defects in or damages 1o ilems not provided by Lessar, -
will provide (hé Lease Buyoul.giote and Lessés has the oplion fo.. ~ -~ - “even il the leased Equipmenl “causes the <laimed
exardise this-qlole to loke - full” ovinership “and “liie (o the _ damage. i
gnuipment  afer the -purchase.”  Such pirchasé . shal b2 T -
ascomplishied by 3 separate agraement-signad by the Parties, ¢ For purpdsss of this Limites” Wa

rianly, & “defec!”-is
defined as.a failue of.any amit” of componenit

. Annual
maintenance fi
and_the ‘cosf “of
Mainlenants ncligas:

PUNITIVE 3~ .- OR
EASON-OF -ANY
CT INMATERIALS

BREAGH OF WARRANTY OR DE:
B WORKMANSH ’

ARRANTY > OR 2 CONI
PARTICULAR ‘PURF
2 N
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b. hcense Rights. Th!s Lease dossinot con{er o. gra-zl, Inany
mannnr, any rvensg or nght under an s palenl, lrademari\
trade seurei maskwork,* copyrig

© . property right hefd by Le\.sor unlpas spw.ﬁua‘y snl fo-lh i

lh:'uady ‘of ths'Leasa’ Any lmcl'e\.!ual p'or) stty license or
cfh'-'r eu.hor:zaum eﬂcnded by expres granl from Léssoy )
o Lessse - &8 a resull of the Lease is: l(mxlcd by th
necessilies o essees arformancehereund

16 Excusable De{ay

~_é..Leseor wﬂl “ba us=d from peﬂormanca under the
bezse and will nol be fiable fo Lesede fo' delay in
pedormance atidbutable, in.whole of In pa, 10 any
“caus¢ beyond its reaqonabl, contr ral, |ncluumg, but net

Hi mled to, adtions or macl!ons of govemmenl wl“elher in
s sovere)gn or comraclual capacity, Judiclal action; war, -
“civit disfurbands; - sured

within fifleen (15) days e ihe same"
ns duc and payable or lf Lessee falls lo observe ’

e g
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: 21 ’J(er Wa1Ver" Lessee andr Lesvor furthier B3ree, 1o 1ne,‘.
15'11 permlnedbj iaw “to wa]va n" Trights to a‘tral byjury of

Traffic in  Amms Regulah::ns (ITAR) ar . iha Export._,,,, E
Admm:strahon Rea.l!ahons EAR) mcudmg the requnremem
Tor obteining _any_exparf l:cense Jf applicables~The LESSEE_: any action relating 1o the dxspu{e or mlemmlahon of the Lease,
shaN Tirst obfain the wrilien consept of the’ Lessor” prior o - wnethpr sounding in contract torl, or* olhﬂmnse The Parties

1 &ny - r»qqg;v for amngmn lo export any such . . ) vpe nrc:l,y au.noMedge that 1h|s walver Is made l'nowmgly

[Ur-‘mv*a; datar - The lessze will, 16 the _fifiest.. eyiem ©and yolunlanly after an adequale "pportumty io negotiate Hg
mitizd by applics blﬂ Javi, defeng and . hold the Lcssorv L " terms end that g such walver i§ malﬂnal cons»d=ranon for this
harmlwa Jor aif cla:ms dem'nds damages casls, fines,” | Lesse. :
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iolice ﬁuié.!}m in writing and thl be effchv*—*

onal’ dehvem @) reglsv rqd h
ized -ovemight-mail, proof of
e, lfmnrrmed wlhm 1hree
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©Schedule B
Payment Schiediio

Sufiary: 38 monih isase with $1 bisyout, -
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Schedule ¢

Special Provisions

~a

than.sixty (60] days prioi Lo’ the expiration of the
Intent to purchase feaseq 2quipment upon expiration thereof and with

ol 2 providod Lesse 15 ot n Gefaul. Lesato s ot
Jé taxes” ani foes. If the pi

.+ End of Lease = Equipment Ownéiship. Not later
shall provids i otics of i urchase

da vaitten n
‘purchass pr tas sho

withif fefy (10)°
ls(a'ngf_ing Issies

4,

It A
sse¢ shall-prom
riffen request.

efailts In'adcordancs with'Sa

erient, Le n good Working eondiior at Lessee's axp

s0's i

L

“Difault)
@use Upon
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 UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
U.S. Department of Justice

Federal Bureau of Investigation

" Wastington, D,C, 20535-000F

June 5, 2012

Dav1d B lerga
Assistant Superintendent

‘ Minnesota Bureau of Criminal Apprehensmn

1430 ‘Maryland Avienue East
St. Pail, MN 55 106 :

Re: Acqmsmon of Wireless Collectlon Eqmpment/l"echnology and Non-
DiSClOSIlI‘C Obh gations

LAW ENFORCEMENT SENSH'IVE (LES): .The zrgformatzon Iri this document is the property of thé Federal Bureai of
Invéstigarion ( FBI) and may be dutnbuted w;thm the: Fedéral Government (and its contractors), U.S. mte[llgence, law
ehforcement, public safe!y or protectioh. o_ﬁictals and individuals Wwith a need 16 kriow. Distribution beyond these entities without
FBI Operational Technology Division authorization is prohibited: Precautions should be taken fo ensure this information ‘is
stored and/or destrayed in a manner that precludes unanuthorized access. Inforination bearing the LES caveat may ot be used i in
legdl proceedinigs without first receiving authorization. froni the originating agency. Recipients are prohzbmzd ﬁ-om subsequently
posting the information marked LES on a wébsite on an unclzz_vszﬁed nework.

Dear Assistant Supenntendent BJerga

We have been advissd by Hams Corporatlon of the Minnesota Bureau of Criminal
Apprehension’s. ~ request for . acquisiion of  cerfain = wireless = collection
equipient/technology - manufactured by Haris Corporation.  Consistent with the-
conditions on the equipmerit authorization granted to Harris Corporation by the Federal -
Comrnunications Commission (FCC), staté and local law epforcément .agencies st
coordinate with the Federal Burean of Investigation (FBD to complete this non—dlsclosure
agreement prior to the acquisition and tise of the equipment/technology authorized by the
ECC authorization.

As you are aware, law . enforcement agencies mcreasmgly rely on wireless collecnon
equxpment/technology to conduct lawfully-anthorized ‘electronic surveillance. Dlsclosmg the
existence of and the capabilities provided by such equipment/technology to the pubhc would
reveal sensitive technologlcal capablhtles possessed by the law enforcement community arid may
allow individuals Wwho, are the subjcct of investigation wherein this equipment/tectmelogy is used

to employ countermeasures to avoid detection by law énforcement. This would not only

potentially endanger the lives and physical safety of law enforcement officers and. other
1ndxv1duals but also adversely impact criminal and national security- mvestlgatlons That is,

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE.
Page 1 of 6




UNCLASSIFIEED/LAW ENFORCEMENT SENSITIVE -

. disclosure of this information could result in the FBI’S inability to protect the pubhc from
terrorism and other criminal activity because, through public disclesures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection eqmpment/technology continues to be available for use by the law enforcement
‘ commumty the eqmpment/technolocry and any information related to its functions, operation,
a:nd use shall be protected from potential compromise by precluding disglosure of - this
‘ mformatlon 1o the public in any manmet includin biit not lirhited toi

Accordmcr]y,

the’ Nﬁnnesota Burean of Criminal Apprehensmn agrees to the following conditions in
“connection with its acquisition and use of the Harris Corporanon equipment/technology:

1. By entenng into this agreement, the anesota Bureau of Criminal Apprehensmn affirms
that it has statutory authority to lawfully employ this technology and will do so only in
support of public safety operatlons or criminal 1nvest1gat10ns

2. The Minnesota Bureau of Criminal Apprehensmn assumies résponsibility for operating
‘ the equ1pment/technology in accordance with Federal law and regulation and accepts sole
liability. for any v1olat10ns thereof u'respectlve of. the Federal Bureau of Investigation

approval, if any, @i

3. The Mirinesota Bureau of Cmnmal Aprehensmn wﬂl ensure that oeraiors of the.
eqmpmenthave : - Sl TR e

The Minn@@,ta Bureau of Criminal Apprehension will i B
R SRR e T 16 ensure de- -

confliction of respective missions.

5. The Minnesota. Burean of Criminal Apprehension will not distribute, di:ésem—inate, or-
- otherwise - disclose. any. -ipformation concerning  the ’ i

pubhc, including 'tb"“éﬁy‘ﬁdnelew'enféfcemeﬁt'iniidual's oragencies.

The Minnesota Bureau of Criminal Apprehension will not distribute, dlssermnate o)
otherw1se distlose  ady - information . concéminze : Gl

prov1ded fo it to any otheér law enforcement 'or govemment gencyfw ho the pnor '
written approval of. the FBL Pror to any approved dlstnbutlon dxsscrmnatlon Or
'compa:abke disclosure of aﬂy mformaho

reated to sirch. equlpmenﬂtechnology, all maiena s shall be marked “Law Enforcement
Sensitive, For Official Use Only - Not to be Disclosed Outside of the Minnesota Bureau

of Criminal Apprehension.”

UNCLASSIFIED/LAW ENFORCEMENT SENSFTIVE _
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ion_shall not, il

UNCLASSIFIED//T.AW ENFORCEMENT SENSTITIVE ‘
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UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE

potentlal comprormse Any such court orders shaﬂ be directed to the attention of:

10. The Minnesota Bureau of Cnmmal Apprehension will not publicize its acquisition or use
of the HaIns Corporatlon equ1pmerit/technology or any of the capablhtles»affo;ded by

11. In the event that the anesota Bureau of Crnmnal Apprehenswn receives. a request

pursuant to the Freedom of Information Act (5 U.S.C. § 552) or an equivalent state or

local Iaw the c1v11 or crlmmal dlscovery process, or other _]U(iICla.L legmlatlve or
icl 7

.UNCLASSIFIED//LAW ENFORCEI\/[ENT SENSITIVE
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' UNCLASSTEIED/LAW ENFORCEMENT SENSITIVE

The Minnesota Burean of Crimirial Apprehension’s acceptance of the above conditions shall be:
- evidenced by the signatures below of an authorized représentative and wireless collection
equipment operators of the Minnesota Bureau of Criminal Apprehensiori.

Sinicerely,

"David Bjerea /N ‘
Assistant Superinic
Minnesota Buréau of i
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