NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 74434B
1 July 2014

JACK GILLUM

THE ASSOCIATED PRESS
1100 13T™ ST NW STE 700
WASHINGTON DC 20005

Dear Mr. Gillum:

This is a final response to your Freedom of Information Act (FOIA)
request of 21 August 2013 for “Access to and copies of all emails and
documents advising or discussing with U.S. or United Kingdom government
officials the destruction or apprehension of computer hard drives and other
electronic materials at The Guardian newspaper's offices in 2013.” A copy of
your request is enclosed. Your request has been processed under the FOIA

and the documents you requested are enclosed. Certain information, however,
has been deleted from the enclosures.

Some of the withheld information has been found to be currently and
properly classified in accordance with Executive Order 13526. The information
meets the criteria for classification as set forth in Subparagraphs (b), (c), (d)
and (g) of Section 1.4 and remains classified TOP SECRET and SECRET as
provided in Section 1.2 of Executive Order 13526. The information is classified
because its disclosure could reasonably be expected to cause exceptionally
grave and serious damage to the national security. Because the information is
currently and properly classified, it is exempt from disclosure pursuant to the
first exemption of the FOIA (5 U.S.C. Section 552(b)(1)).

In addition, this Agency is authorized by various statutes to protect
certain information concerning its activities. We have determined that such
information exists in these documents. Accordingly, those portions are exempt
from disclosure pursuant to the third exemption of the FOIA which provides for
the withholding of information specifically protected from disclosure by statute.
The specific statutes applicable in this case are Title 18 U.S. Code 798; Title 50
U.S. Code 3024(i); and Section 6, Public Law 86-36 (50 U.S. Code 3605).



FOIA Case: 74434B

In addition, some of the information has been deleted from the
enclosures pursuant to the fifth exemption of the FOIA. This exemption
applies to inter-agency or intra-agency memoranda or letters which would not
be available by law to a party in litigation with the agency, protecting
information that is normally privileged in the civil discovery context, such as
information that is part of a predecisional deliberative process.

Personal information regarding individuals has also been deleted from
the enclosures in accordance with 5 U.S.C. 552 (b)(6). This exemption
protects from disclosure information that would constitute a clearly
unwarranted invasion of personal privacy. In balancing the public interest for
the information you request against the privacy interests involved, we have
determined that the privacy interests sufficiently satisfy the requirements for
the application of the (b)(6) exemption.

The Initial Denial Authority for NSA information is the Associate Director
for Policy and Records, David J. Sherman. Since these deletions may be
construed as a partial denial of your request, you are hereby advised of this
Agency’s appeal procedures. Any person denied access to information may file
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days from the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the
initial denial of access and shall contain, in sufficient detail and particularity,
the grounds upon which the requester believes release of the information is
required. The NSA/CSS Appeal Authority will endeavor to respond to the
appeal within 20 working days after receipt, absent any unusual
circumstances.

Sincerely,

PAMELA N. PHILLIPS
Chief
FOIA /PA Office

Encls:
a/s



DOCID: 4128915

pproved for Release by NSA on 07-01-2014,

OlA Case # 74434
Soule Trumbull D NSA-DC USA CIV =
From: Alexander Keith B GEN NSA-D IUSA USA
Sent: Sunday, July 21, 2013 1:18 PM
To: Ledgett Richard H JrNSA-DUSACIV:[______ INSA-DC USACIV
Ce: DL medialeaks_staff (ALIAS) K1, inglis John C NSA-D USA CIV; Fleisch Frances J NSA-D
IJ.L.SAQM' Brooks Eiizabeth R NSA-DC USA CIV; Shea Teresa H NSA-S USA CIV;
NSA-S USA CIV; Ensor Lecinel KNSA-QUSACIV[ INSAS2D USA
civy NSA-S2D USA Civi| INSA-F32U :

NSA-F32 USA.CIV; DL soo (ALIAS) K1, DL NSOCSMM
Subject: RE: (U) RE: Guardian data bemg destroyed
Classificztion: srorrroromre. el
Rick,
Thanks =" (0)(3)-P.L. 86-36
GEN A

From: Ledgett Richard H Jr NSA-D USA C1v
Sent: Sunday, July 21, 2012 11:27 AM T
To: Alexander Keith B GEN NSA-D USA USA; I:INSA DCUSA CIV -
Cc: DL media'eaks_staff (ALTAS 1 Ki; Ingi-c John C NSA~D USA CIV; Fleisch Frances J NSA—D USA CIV; Brooks Ehzabeth R
NSA-DC USk CIV; Shea Fefisss 1 NSA-5 UsA CIVi[ __[NSA-S USA CIV; Ensor Leoinel K NSA-Q USA CIV;
NSA-S2D USA u\rl [NSA-52D UZA CLvj] [NSA-F32 Usa C1v;

NSA-F32 USA CIV; DL so0 (ALIAS) K1; DL NSCCSMM

Subject: RE: (U) RE: Guardie " <laza being d»st*o;ed

'l aad s Gl tate sl BL B Tl wad o W an T )

Classilicalion: S

Sir,

Rick

Rick Ledgett (2)(; )_P e
Media Leaks Task Force (b)3)-P.L.

From: Alexardar Feith P GFN NSA-D [ISA LiSA
Sent: Saturdav, July 20, 2013 5:46 Pm
To: NSA-DC LISA TIV
Cc: DL medialeaks_staff (Al 1A5) K1; Inglis John C NSA-D USA CIV: Fleisch Frances J NSA-D USA CIV; Brooks Elizabeth R
NSA-DC USA CIV; Shea Teresa H NSA-S USA CIV: NSA~S USA CIV; Ensor Leoinel K NSA-Q USA CIV;
| NSA-S2D USa CIv; SA-S2D USA v, | : "\JSA-F32 USA Clv;
A-F32 USA CIv; Ledgett RIC"\dI’C H Jr NSA-D USA CIV %
Subject: RE: (U) RE: Guard'aq date bemq destroyed -
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DOCID: 4128915
Thanks. Keon us poster
GEN A

I “b)(3)-P.L. 86-36
From: lNSA=DC"'USA'CI\;"""' ) . Per

Sent: Saturday, July 20, 2013 5:10 P
To: Alexander Keith B GEN NSA-D USA USA
Cc: DL medialeaks_staff (ALIAS) K1; Inglis John G NSA-D USA CIV Flasch Frances J NSA—D USA CIV Brooks Ehzabeth R

NSA-DC USA CIV; Shea Teresa H NSA-5-USA CIv;[ _NSA-S USA CIV; Fnsor Leoinel K NSA-Q USA CIv;
NSA-S2D YSA C1V; | INSA-S2D USA 1V NSA-F32 USACIV] ]
NSA-F32 USA CiV; Ledgett Ricnard H Jr NSA-D USA CIV

'Subject: RE: (U} RE: Guarcian data being destroyed

L e (b)(1)
Classification S (b)(3)-P.L. 86-36
Geod even
Have a

From: Alexancer Kaith 5 G50 NSA-D IUSA USA

Sent: Szturcay, Juby 2:, u. 32:23 PM

To: Ledgett Richard H LD USA TIV

Cc: Inglis John C N A-D A CTV: Fleisch -rancesJ NSA- D USA CIV; Brooks Elizabeth R NSA-DC USA CIV; Shea Teresa H
NSA-S USA CIvV; NSA-S USA CIV; Ensor Leoinel K NSA-Q USA CIV;] INSA—SZD USA CIv;

| |NSA-SZD USA Clv; DL medlaleae(s staff (ALIAS) K1;[ |NSA-F32 USA CIV-L |

SA-F32 USA CIV
Subject: (U} RE: G uardian dcta Bieing dest'oyed

. [al ol Yot B Tal wfnls ) T I
Classifion | n S

Rk,

Can you Lotin 1 it Tors gt 3y DL LuUrrsds
Thanks

GEN A

”f;"vb)(s)-P.L. 86-36

From: Ladozt Richard H Jr N‘"& JUSACIV

Sentl: Fridey, Suly 19, 2013 _3:30 AN

To: Alexancer Keith B GEN NSA-D USAUSA™ ’

Cc: Inglis Juhn C NSA-D US4 CIV Fleisch-Frances J NSA-D USA CIV; Brooks Elizabeth R NSA-DC USA ClV; Shea Teresa H

NSA-S USA Cl\/ 5 NSA-S USA CIV; Ensor Leoinel K NSA- -3 USA CIV; | INSA-SZD USA CIv;.

NSA-2ZD USE TV, DL medialeaks_staff (ALIAS) K1; [ |NSA -F32 USA CIv] ]
* & "’2 1'\ & f‘I\

Subject: Cuarcliar data being dewtroved

Importanm High:




DOCID: 4128915
S.-

Rick E..Edgf:':'f
Media Lezks Task Foroe

From:

Sent: Friday, July 19, 2012 i0:16 AM

Subject: RKE: (U} Event Lead : (b)(3)-P.L. 88-36

Classification:

Rick

N0 dount a3 hae peen zaother very hectic week for you

From: rhiedq I
Sent: 14 July 2013 15:28

To:
CC. Lzdgett Ricnerd A~ Jr NSA-D USA ZIv
Subject: (U) Event ead
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iViy secure number here is 868-507T7s.

(E)(;) P.L. 86-36 "
WHRERE Rick

Rick Ledgett
Media Leaks Task Force

AT wg FA Pt S TTEN
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LG AN L LM SO IEILATT W WA DI TIARL Dol O

Derived From: NSA/CSSM 1-52
| Dated: 20070108

BXa-PL 863 Declassify On: 20380701

Classifins i S

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380701

Classiicaion S ooRN
- Classified By: rhledge

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20380701
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DOCID: 4128916

{b)(1)

(6)(3)-50 USC 3024(j)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36

Talking Points for Cl Implications {(Worst Case Scenario)

Significant impact to:

Moderate impac’ tc:

Curreat as ¢t 23 July 2013 POC: Rick Ledgett, Media Leaks Task Force

—FOP-SECRET//SH/ORCON/NCFORN—




DOCID:

4128917

Soule Trumbaull D NSA-DC USA CIV

(b)(3)-P L. 86-36

NSA-D USA CIV: Soule Trumbull D

(b)(1)
(b)(3)-P.L. 88-36

From: Ledgett Richard H Jr NSA-D 1S4 CIV
Sent: |"esdar July 25, 2013 10:08 AM
To: Inglis John C NSA-D USA CIV; Alexander Keith B GEN NSA-D USA USA
Cc: F':Enﬁc;-“z Fra:m:e;; ] NEA—':J USA CiV;
NSA-DC LISA CIV
Subject:
Signed By heds
Class A SO IE DO O AT OSEOMNTY

Rick Ledgett
Meagia Leaks Task Corce

From: Inglis John C NSA-D USA CIV
sent: Tuesday,
To: Ledget: Rizhard ~ 2r NSA-D USA

July 23, 2013 9:39 AM

{B)(3)-P.L. 86-36

JIV: Algxander Keith B GEN NSA-D USA USA

Cc: Fleisch ~rances J NS2-D USA CIV:;

(b)(1)
(b)(3)-18 USC 798
(B)(3)-P.L.86-36

NSA-D USA C1V; Soule Trumbull D NSA-DC USA CIV -

Subject: RE:

=

From: Ledgett Richard H Jr NSA-D JSA Cly

Sent: Tueszlay, Juiy 23, 2012 9:33 aM
To: Inglis Jnhn

C NSA-DO ﬁ; ’LlJ F\E’ar‘*fﬁf “eith B GEN NS A

O USA-USA

=g

Cc: Fleisch Frances 1 NSA-D

Subject:

"(b)(3)-P.L. 86-36

N ‘E:A D USA CIV; Soule Trumbull D NSA-DC USA CIV

Class 1 e
. (BX1)
\ (B)(3)-P.L B6-36
U cser to the mark.
roved for ase by NSA on 07-01-2014, FOIA Case # 144




DOCID: 4128917

(B){3)-P.L. B6-35

Rick Ledget
Media Leaks Task Force

From: Inglis iohn Z MSA-D USA CIV

Sent: Tuesday, Juiv 23, 2013 8:28 AM

To: Ledgett Richarc K Ir NSA-D USA CIV: Alexander Ksith B GEN NSA-D USA USA
Cc: Fleisch Frances 3 NSA-D USA CIV: NZA-D USA CIV; Souie Trumbull D NSA-DC USA CIV
Subject: ACTION: .

Classifica i THV ST S N S, o)
' - | (b)(3)-P.L. 86-36
H.
{b)(1)
N 20d coule Lse the Tollowine: (b)(3)-P.L. 86-36
(b)(S)

(B)(8) (b)}(3)-P.L. 86-36
(B)S)

From: Ledg=tt Richard H Jr NSA-D USA CIV

Sent: Tuesdzy, Zuly 23, 2013 B:07 AM

To: Alexanser Keith B GEN NSA-D USA USA; clappej@dni.ic.gov

Cc: P analis Johp € NSA-D USA CIV: Ledgett Richard H Jr NSA-D USA CIV; Fleisch Frances J NSA-D USA

CIV 10 FBI) (CDYFBIY: }@fbi.ic,gmv

Subject:

Importance: Hich

Classificstion “=t—=T g S s S e (B)(1)

{b)(3}-P.L. 86-36




DOCID: 4128917

Rick Ledgse*® (b)(6)
Media Leaks Task Force

From: Alerznder K=ith 2 GEMNNSA-D USA USA (B)(1)
Sent: Sunday, July 2120173 5:20 PM (B)(3)-P.L. 86-36

Ccil » Ingliz John € NSA-D USA CIV; Ledge:t Richard H Jr NSA-D USA CIV

Subject: RE: (U] Guardian data being destroved

From: cizr- I
Sent: Saturday, July 20, 2013 2:30 FM &)
To: Alexander keith B GEN NSA-D USa USA
Cc: Alexandar Keith B GEN NSA-D USA USA:
Subject: "¢: (U) Czrcian data being destroyed

- S - - . = e W I, oF o W Y, T T Y P el 11
Classifica* s e i

Classified By. CDN
b = i = F - o " =
Derived rrom: NSACSENM 1-52 dated 20070108

Reason: = 4 (¢
Declassifv (in 2038072
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Tharks. Keith.. apnpreiate the convercsalion 1aday
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DOCID: 4128917

“{b){1)

L TR R i e o' bl milad B e Tinn

_ e, AN, DN, INZL {b)(3)-P.L. 86-386
Faere
Keith
From:
sent: Fridev, Juiv 18, 2013 10:16 AN
To: Ledget: Richars H Jr NSA-D LSA IV
Subject: Ri=: (U) Evant Lead
Classificatio
FiCk
Ne do : | other very nectic week for you.

From: rr c2co
Seni: 1< Zaf 15:9F
To!

Cer Ladget™ Pichard K 2 NSE-D J3A IV

Subject: (L) Event Leac

almia N1 BV,
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DOCID: 4128917

My secire number here s 968-5011s.

vir,

)
Rick (b) (3)-P.L. 86-36 (b)(3)-P.L. 86-36

Rick Ledee::
Media Leats Task Fores

(”‘ e e F s §OMRESTY A DT ET I Y ke ot B o0 5 2. O S S I . D sconcll . ¥
ot ting VAN LMD O T LT WITY AT D L, ol OF

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380701

Foow omcaon S B T eniston v L Doty 3y EC A LR R T WS N S i TN W e 1
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R LA S LT WL S ¢ I we Tup L S v P IS w e P ST A YL TR v £ 2 0 S i sy ey

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380701

Cla R ot ; CARTOTRIREE
Classified By: rhiedge
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380701

Classified By: rhledge



DOCID: 4128917
Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20380701

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380701
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DOCID: 4128918

ooy
(b)(3)-18 USC 798 -
(b)(3)-P.L. 86-36

Damage Assessrent Key Points

We know that a small number of documents have been leaked to the press:

Bpproved for Release by NSA on 07-01-2014. FOIA Case # 74434

(1)

)(3)-50 USC 3024(i)
)(3)-18 USC 798
)

b
b
b
b)(3)-P.L. 86-36
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